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Atomi
 swaps

Ba
kground

There is a 
onsiderable demand for ex
hanging 
oins

This is mostly done on 
rypto
urren
y ex
hanges

An ex
hange is a honeypot and ha
ks are 
ommon

Some ex
hanges are now de
entralised

In a truly de
entralised ex
hange the ex
hange should not hold any user

funds: The transa
tion should be solely between users

The atomi
 swap is an important 
on
ept

Atomi
 swaps need timeout me
hanisms to repla
e trust

Gunnar Stefansson (editor) Atomi
 swaps November 29, 2020 2 / 8



Atomi
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timeouts

A timeout on a transa
tion implies that it 
an not be transmitted before

the time limit A timeout on a UTXO implies that it 
an not be spent

before the time limit

CLTV is OP_CHECKLOCKTIMEVERIFY

See Handout and Example for more detail
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an atomi
 swap algorithm

by TierNolan

(see Handout)
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https://bitcointalk.org/index.php?topic=193281.msg2224949#msg2224949
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Alternatives

Several de
entralised ex
hanges (DEXs) exist, but the de�nition of a DEX

is not 
lear

Examples:

Barterdex: https://komodoplatform.
om/de
entralized-ex
hange/

Bit Square (bisq): https://bisq.network/

et


Further reading on atomi
 swaps et
:

Vitalin Buterik: https://stati
1.squarespa
e.
om/stati
/55f73743e4b051
f

0b02
f/t/5886800e
d0f68de303349b1/1485209617040/Chain+Interoperability.pdf

Kyle Samani: https://www.
oindesk.
om/opportunity-interoperable-
hains-
hains/

Adrian Mathieu/Via
oin: https://ethereumworldnews.
om/via
oin-developers-su

essfully-
ompleted-atomi
-swap-lite
oin/
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https://komodoplatform.com/decentralized-exchange/
https://bisq.network/
https://static1.squarespace.com/static/55f73743e4b051cfcc0b02cf/t/5886800ecd0f68de303349b1/1485209617040/Chain+Interoperability.pdf
https://www.coindesk.com/opportunity-interoperable-chains-chains/
https://ethereumworldnews.com/viacoin-developers-successfully-completed-atomic-swap-litecoin/
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The missing link: Information �ow

Re
all the pro
ess:

A 
reates TX1: �Pay w BTC to <B's publi
 key> if (x for H(x)

known and signed by B) or (signed by A and B)�

B 
reates TX3: �Pay v alt-
oins to <A-publi
-key> if (x for H(x)

known and signed by A) or (signed by A and B)�

So before any ex
hange is set up,

A needs to know that B wants to buy w BTC

B needs to know that A will sell for v alt-
oins

Then, to be able to start the ex
hange

A needs to know B's BTC publi
 key

B needs to know A's alt-
oin publi
 key

This information ex
hange needs to be done outside the transa
tions, as

an MoU or �announ
ement(s) of intent�. The info ex
hange does NOT

need to be binding! The info ex
hange should 
ost something to avoid

spam.

During the ex
hange the parties need to 
ommuni
ate:

A sends TX2 to B

B signs TX2 and returns to A

B sends TX4 to A

A signs TX4 and sends ba
k to B

The entire pro
ess needs to be without trust and without knowing

who the other party is
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Announ
ing the atomi
 swap

Use a forum (telegram et
)?

Use a spe
ialised 
hannel (BarterDex/Bisq)?

Use an existing 
oin (mempool)?

Ali
e should in prin
iple be able to use the Smiley
oin blo
k
hain to

announ
e

SELL 1000 SMLY for 1 LTC

and Bob 
ould a

ept the o�er by responding

ACCEPT offer TxId`

et
.

Could be done through modi�
ations of smiley
oin-qt

A draft proposal: https://tutor-web.info/news-1/announ
ing-intent-
ross-
hain-atomi
-swap/

Dedi
ated wallets? https://atomi
wallet.io/ (or s
am?)
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https://tutor-web.info/news-1/announcing-intent-cross-chain-atomic-swap/
https://atomicwallet.io/
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Atomi
 swaps between 
hains: Lite
oin and Bit
oin

One of the �rst ones: https://twitter.
om/SatoshiLite/status/911328252928643072

10 LTC for 0.1137 BTC

The Lite
oin side: https://insight.lite
ore.io/address/ML9CNJBtSPMABY
CQV58P2t4M7MpPRJK95

The Bit
oin side: https://insight.bitpay.
om/address/3HRWsfjpBHiJ7hC3jKJV5nbHMeBgoCPHDq

See also https://github.
om/topi
s/atomi
-swap for many, many

atomi
 swap proje
ts.
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https://twitter.com/SatoshiLite/status/911328252928643072
https://insight.litecore.io/address/ML9CNJBtSPMABYcCQV58P2t4M7MpPRJK95
https://insight.bitpay.com/address/3HRWsfjpBHiJ7hC3jKJV5nbHMeBgoCPHDq
https://github.com/topics/atomic-swap
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